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We propose here a solution to the requirements and desires for a robust, rapidly-deployable, fault-
tolerant, and socially acceptable system that can be used by diverse communities for sustaining their 
populations and their social integrity during and after a major public health disruption such as the current 
H1N1 pandemic.

We propose that the CRAIDO1 network, based upon the use of CUBIT-Delta 2 diagnostic-tracking-
forecasting stations, employing “multiscalar and multispectral” biological sensing, PCR 3 and 
immunoassay-based diagnostics, and extensive analytics and informatics tailored to epidemiological 
outbreaks such as influenza, is precisely the optimal desired and available way to implement the 
Resilience Network as it has been conceived, described, and promoted by a strong group of experts 
from the medical, public health and public (homeland) security domains.

We further propose that additional and current (existing, proven, economical, field-ready, deployable) 
devices and processes, including a comprehensive architecture and suite for situation awareness,  
notification and emergency response (SANER) known collectively as NomadEyes, provides the optimal 
suite of tools, functions, and humanly/socially practical processes needed for supra-medical, post-
diagnostic social response and management during a major ECP (Emergent Critical Process)  such as 
the projected H1N1 pandemic.

What is described in this presentation is brief and somewhat of a top-down, birds-eye overview.  It is 
such in the interests of reaching the most individuals within the decision-making structure of the MPHIS, 
White House Pandemic Initiative, and Resilience Network communities, in the least amount of time, and 
with the least amount of confusion over terminologies and idiosyncratic details.  This presentation has 
also been developed in a time-crunch and with minimal resources.  Any errors and misprints are
acknowledged by the author, Dr. M. Dudziak.
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CRAIDO is described in other documents, particularly a comprehensive overview piece, 
“CRAIDO_h1n1_resilience_network_mjd20aug09.ppt” (.pdf) In this and related documents are to be 
found the information regarding what instruments, supplies (both hardware and software), and support 
equipment comprise a CRAIDO Labstation and what functions are performed within it and by what type 
of personnel.  Understanding this material is a prerequisite for comprehending the contents of the 
present document.

The present document is focused upon answering a number of basic questions:

1. How will the Pilot system be produced, tested, validated, refined, and readied for reproduction and 
ultimate field use across the USA and in select global sites?

2. What key functions will be provided and with what technologies and instruments?

3. Who will be involved in the Pilot and thereafter?

4. How will project finances be acquired and managed?

5. How will the Pilot be used?

6. How will CRAIDO interact, interface and physically integrate with other functions pertaining to such 
critical topics as vaccine deployment, medication deployment, social (community) sustainability and 
resilience, critical infrastructure fault-tolerance and continuity, and the overarching matters of public 
safety and homeland security?

7. How will the Pilot ramp up and reproduce into a viable supply of CRAIDO labstations for phased 
introduction and deployment in cities, towns and major nexus centers, beginning with first five or ten 
sites, then upwards of fifty, then upwards of one hundred and more?

8. How will the CWG consortium members interact in the complex environment of rapid implementation 
simultaneous with high-demand rush production and also fundamental required research?

These are eight critical issues.  We attempt to explain how everything will work out in this “Mini 
Copyright © 2009 TETRADYN Corporation, All Rights R eserved
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The CRAIDO Pilot Labstation will be assembled by TETRADYN with the assistance of CWG partners at 
Vanderbilt University Medical Center in Nashville, TN.

There are two phases to the Pilot - alpha and beta.

Alpha Phase ( aaaa) - Indoors, for a stationary Pilot Labstation

Beta Phase ( bbbb) - Outdoors, for a mobile Pilot Labstation

There is in actuality only one Pilot Labstation.  During a it is all inside one room; during b it is replicated 
(with a complete “clone” of equipment and supplies) inside a vehicle that can be transported anywhere.

In a , all instruments and software will be assembled and tested for Q/A and for performance of desired 
functions, namely, for early warning sensing, detection, diagnostics, analytics and informatics including 
distribution of information into databases and web destinations, management of infected patients who 
have been diagnosed with H1N1 or other target diseases, and routing of pathogen samples into the 
VSRB or to other physical destinations.

During a the non-medical complement of Labstation functions will be integrated into the unit.  (These are 
described later in this document.)  When the review of work has determined that the Labstation is ready 
for introduction to other sites, beginning with San Diego and several other cities around the USA, then 

work on b will commence.

During b a complete and thorough clone of the a Labstation will be assembled within the mobile unit.  
For the Pilot (Beta Phase) this vehicle will not be a PodLab (towed trailer0 (as is the plan for any regular 

mobile labstations) but an RV conversion vehicle.  This is so in order to allow for ease in the b labstation 
being taken rapidly to many different cities in the USA by a small CRAIDO crew who will efficiently 
demonstrate and train future users in those sites of the CRAIDO labstations that will be in the assembly 
and test phase and forthcoming for delivery and installation.

Copyright © 2009 TETRADYN Corporation, All Rights R eserved
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The a Labstation will be assembled in a room within VUMC and all processing of biological samples 
including human specimens will be administered through existing clinical and research channels at 
VUMC under the direction and supervision of the VUMC team, with expected close collaboration by the 
Tennessee DOH Laboratory.  (See the pages on the CWG for additional information in this regard.)

The b Labstation will be in an RV conversion vehicle that will be initially prepared and outfitted by 
TETRADYN in its facility in Charlotte, NC.  The vehicle will be brought to Vanderbilt and kept in a 
prescribed location at the VUMC.

The b Labstation will be loaded and then put through a QA/QC process to match and verify its 

performance capabilities and reliability to be consistent with the a Labstation.  Sample testing, for 

instance, will be split and/or diverted from the a Labstation to the b Labstation.  When the threshold of 

testing has been completed the b labstation will be prepared for departure from Vanderbilt on an 
extended tour of visits to different communities previously selected by the Pandemic Initiative and the 
Resilience Center Network administration. A small CRAIDO crew of 2-3 pre-selected individuals will 

travel with the b Labstation on this trip.  A backup crew will be maintained by TETRADYN.  

In each city along the route of the trip there will be prescribed and planned set of activities consisting of 
demonstration and training.  These visits will be intensive sessions for both personnel of different 
agencies (health, emergency management, hazmat, police, fire, and other) and also the CRAIDO crew.  
Intensive “residency” sessions will be conducted in order that the local force people will be rapidly 
educated and skilled in the use of the CRAIDO labstation.

The goal is to synchronize production of post-Pilot CRIADO Labstations back in Charlotte, NC in such a 
manner that soon after each Pilot visit to a community is completed, then within a matter of days, a 
complete CRAIDO Labstation will arrive in that community and be put into immediate operation by the 

local staff.  The choice of stationary (a type) or mobile (b type) Labstation will be made by the Resilience 
Center Network management team.
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Stationary (a type) and mobile (b type) Labstations will be produced under the supervision and 
coordination of TETRADYN using the following facilities and operational components:

TETRADYN Informatics Laboratory (Charlotte, NC)

TETRADYN Mechanical Engineering Laboratory (Charlotte, NC)

CWG CUBIT Research Laboratory (Nashville, TN; co-located @ Vanderbilt University)

CWG Materials and Semiconductor Fabrication Laboratory (Atlanta, GA)

CRAIDO Field Test Facility (San Diego, CA; co-located @ San Diego State University)

CRAIDO Mobile Pilot Labstation (CMPL) (on-the-road - the b Pilot Labstation)

The plan is for production to be completely in sync with introductory training visits by the CMPL to sites 
as determined and selected by the Resilience Center Network administration.

Each site visit will require approximately two days for travel and setup, and three days for the intensive 
12-hour day demonstrations and trainings.  Every five days there will be a new city or other key site 
added to the roster of ready sites, with organizations and staff prepared to receive their assigned 
CRAIDO Labstation.  There will be no let-up in the operation; each five-day operation is succeeded by 
the next.

Crew shifts, repair, maintenance, and additional mobile labstations will be managed by TETRADYN.

Each five days there will be a minimum of one new Stationary Labstation prepared and ready for 
shipment from the TMEL.  Mobile Labstations will required ten days.  Stationary labstations will be 
assembled in a virtual lab room, tested, approved, and packaged for shipment by standard freight (truck) 
carrier to their destinations.  Mobile labstations will be assembled in the chosen version of PodLab
(trailer), packed for shipment in the trailer, and then prepared for shipment by standard freight (truck) 
carrier.

Copyright © 2009 TETRADYN Corporation, All Rights R eserved
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With the production terms as described above, there will be, with an ideal operation and no slippages, six 
Stationary Labstations or three Mobile Labstations produced per month.

The entire production module can be replicated by increasing staff and making modest changes to other 
facility and logistic parameters, principally by and within TETRADYN operations.  Realistically, due to 
constraints in 2009 on production of critical Labstation PCR instrumentation, a doubling or tripling of this 
production model may be the maximum achievable.

TETRADYN facilities will be able to handle a doubling or tripling of production.  Thus, it is conceivable 
that in a rush period, CRAIDO Labstations may be produce and shipped at a rate of approx. eighteen 
(18) stationary or nine (9) mobile labstations per month.  This will accommodate the most realistic, if not 
optimistic, goals of the National Pandemic Initiative and the Resilience Center Network.

Under such production amplification, it will be possible to have two or three CMPL (b Pilot Labstation) on 
the road at any given time.

TETRADYN is prepared to meet these demands in the interest of national urgency, security, and 
necessity.

Within the production phase for CRAIDO Labstations, all of the TETRADYN and other CWG facilities 
and resources will be employed, in varying degrees and instances.  Some QA/QC and continual 
technical refinements will be performed at Vanderbilt and at other member sites within the CWG.  Most 
of these will pertain to refinements in analytical processes, diagnostic methods, sampling techniques, 
bioinformatics, and medical informatics.  There will also be continuous work in the development of media 
content for educational and training material to be used within and around the Labstation for the benefit 
of both professionals and the general public.
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Protect Detect Track Respond

Inspection, testing, analysis
Surface Bioprotection
Staff Awareness Training
Business Process Cotinuity 
Planning
Re-inspection
Re-testing
Follow-up on all processes

CRAIDO = CUBIT - Comprehensive, Multifaceted, Multifunctional

Emergency Environmental 
Response Services (focus 
on rapid-action field 
analytical and supply 
services including onsite 
mobile testing and 
remediation using modular 
Pod (trailer-based) systems)

What mutation
Which similarities
What trends
What probabilities
Which vectors
Lore transmissible or less
More lethal or less

Multi-spectral
Rapid antigen
Immunoassay
Cehmical assay
CEBIT
Stand-off spectroscopy
Mapping the threats and the 
threat risks and channels
RT-PCR - details on the 
strain, the specifics
GIS and GPS
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RANGE OF I-D targets ( red = highest priority )

[----------------------------------------------------------------------

Influenza (H1, H3, H5, H9 variants, including H1N1, H3N2, H5N1, H9N2, and B; essentially all major strains to present 
including now H1N1-2009)

----------------------------------------------------------------------

B. anthracis, Y. pestis, F. tularensis, and Variola virus 

----------------------------------------------------------------------

Salmonella enterica (Typhi) Escherichia coli O157:H7 Serratia marcescens 

Staphylococcus aureus (MRSA252) Listeria monocytogenes  Vibrio cholerae

Shigella dysenteriae Norwalk virus Rotavirus

Campylobacter jejuni Clostridium botulinum Yersinia enterica 

Bacillus cereus

----------------------------------------------------------------------

Staphylococcal enterotoxin B Ricin (plant toxin from the castor bean)

Botulinum toxins (Clostridium botulinum)

Mycotoxins filamentous fungi (Fusarium, Myrotecium, Cephalosporium, Trichoderma, Verticimonosporium, Stachybotrys
species)

----------------------------------------------------------------------

Malaria Dengue Chikungunya Rift Valley West Nile

JE EV71 SARS Yellow Fever

TB Typhoid Fever

Copyright © 2009 TETRADYN Corporation, All Rights Reserved
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1. Rapid outreach to sources and victims of infection, rapid intake of samples, rapid SANER analytics, 
rapid distribution of information and physical samples (VSRB).

2. RT-PCR system focused principally upon H1N1.

3. Rapid antigen and immunoassay capabilities.

4. Mobile housing unit, with functions as described in the previous section and in supporting 
documentation for the EcOasis PodLab architecture.

5. Satellite internet capabilities for video-quality download and upload.

6. GPS tracking network capable of manual or automated redeployment and extension throughout the 
vicinity of the CRAIDO node.

7. Live testing on a schedulable 7x24 basis, for human and animal specimens.

8. Direct-connectivity testing with community ICS and other networks.

9. Implementation of first phase of VSRP (Virtual sample Repository Bank), an informatics and physical 
sample management system for high-interest infectious disease samples appearing in an epidemic or 
pandemic setting and of interest to researchers and clinicians studying and tracking mutation trends

Copyright © 2009 TETRADYN Corporation, All Rights R eserved
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1. The Basic Labstation (summary)

Mobile unit built into a core PodLab (EcOasis PodLab; additional information in Background sections)

RT PCR laboratory with lab-on-chip diagnostic panels

Full assay resources and equipment for sample preparation and handling

Full internet connectivity and transmissivity for any required destination

Complete GPS and GIS interfacing for data and also for the Station, including real-time camera 
observation of surrounding regions (GPSIT technology)

Backup power generation (conventional generator plus solar panel; optional fuel-cell system)

Backup laboratory staff accommodations for rest and comfort

Full complement of early warning environmental and patient sampling and analysis onboard and in the 
region, employing first-level rapid antigen and bioluminescence and mid-level immunoassay sensor and 
diagnosis capabilities

Fully automated situation awareness, notification and emergency response informatics to assist other 
Resilience Network operative units in conducting vaccinations, medication distribution and monitoring, 
management of hospitalization and triage functions, enabling and supporting community resilience and 
safety management functions, and general critical infrastructure support and fault-tolerance operations 
(the Stations as a network can provide a fail-safe backup for critical communications through the satellite 
internet and optional shortwave packet radio capabilities built-in to each Station).

Supplement of medications, vaccines, and other supplies.

Real-time live webcast capability (via LCD panel displays attached to the Station) for the benefit of 
people coming to the Station as patients or other types of visitors.

Copyright © 2009 TETRADYN Corporation, All Rights R eserved
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2. Integration with Incident Command System (ICS) a nd other networks

Each Station will be fully integrated electronically and digitally with the ICS and thereby with other 
medical, security, safety, and social systems, enhancing the mission of the Resilience Network to 
support “cross-contextual multi-agency communication and coordination.” 4. 

By employing a PodLab platform, the Station will be truly mobile but can also be completely stationary 
and even in an indoor setting.  PodLab modules can be moved in and out of the PodLab trailer/container 
with relative ease.  For outdoor operations, using a trailer base of approximately 8’ x 16’ workspace, a 
Station can be transported virtually anywhere upon momentary demand, using a conventional pickup 
truck or SUV as the hauling vehicle.  Transport can also be effected by helicopter or boat (pontoon, raft).  
The robustness of the key diagnostic instrumentation is such that certain tests could conceivably be 
conducted even while the Station was in transit.

Data exchange to and from ICS and other networks is achieved in a seamless manner by the use of 
industry-standard software designed for precisely such cross-format communications.

The interfaces of the CRAIDO Station are such that, in comparison to many other system integration and 
IT integration tasks, there should be minimal challenges or delays in bridging data flow to and from the 
Station with any industry-standard database or network application.

Copyright © 2009 TETRADYN Corporation, All Rights R eserved
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3. Integration with community groups and networks

An even cursory review of news media, social networks, and the open web reveals the state of 
uncertainty, ignorance, anxiety, and in some instances militant resistance to virtually all social and public 
health measures for mitigating this present pandemic.  This includes resistance to vaccination, 
distribution of medication, and public health or emergency social measures in general.  when one adds in 
the factors of a drastically reduced work force, affecting basic social services, food supplies, water 
supplies, police and fire teams, etc., the recipe for severe breakdown of the Social Contract is clearly 
printed before our eyes.  Each CRAIDO station will and must have designed into it the capabilities and 
indeed the aim to support “local, state, federal, tribal, academic, private industry, faith-based and other 
private sector groups” 4 for overcoming the impulses and actions of social disruption and for sustaining, 
at the level of individuals, families, neighborhoods, and especially public crowds, “rule of law” and basic 
common moral sense and discipline.

For this reason, mobile (or stationary) CRAIDO nodes (stations) have designed into them more than only 
biomedical equipment and functions.  This is why something as simple as the internet-enabled large 
display with live or pre-recorded social-education webcasts is so important for the success of the 
Resilience Network.  (This is just one example; there is more within CRAIDO but there is neither time nor 
place to put all of this information here in this “introductory overview” presentation.

Copyright © 2009 TETRADYN Corporation, All Rights R eserved
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Project logistics, budgets, schedules, and disrupti ve factors

4.1 Firm and firmer commitments are needed on all levels, particularly for a basic “Go ahead” in order to 
properly set up all of the critical infrastructure of people, facilities and supplies.  This includes having 
letters of intent, contracts, and certain amounts of operational capital.  TETRADYN can move very fast, 
at almost lightning speed and with greater efficiency than the vast majority of other organizations private 
and public, but there must be a supply of some “enzymes” that will “catalyze” the metabolic process, in 
this case the economic process for securing adequate supplies, staff, facilities and other resources.

4.2 The precise range and scope of Labstation complements (instrumentation and supplies) must be 
rapidly defined, even though the CRAIDO architecture explicitly and intentionally is very flexible and 
open-ended, allowing for a high amount of changeability, retrofitting, adaptability, and basic add/delete 
choices after-the-fact, including with Labstations that are already in the field.

4.3 the effects of H1N1 illness could have a direct effect upon CRAIDO production and deployment.  
TETRADYN has worked these business-continuity and project-integrity issues into its calculations.

4.4 The costs for stationary and mobile labstations will vary according to the amount of instrumentation in 
each labstation and the amount of supplies such as reagents and chip panels that are consumed during 
the course of operations.  Furthermore, the introduction of other Resilience center network functions 
such as pertain to vaccinations, medications, social education and interactive programs, and physical 
security and safety programs, all will affect the cost per labstation.  Rough-order-of-magnitude (ROM) 
conservative estimates are approximately $300K for stationary labstations and $400K for mobile 
labstations.

4.5 What can disrupt the successful deployment of CUBIT-CRAIDO for the Resilience Network?  As has 
been said time and time again - Only the worst virus known to man: bureaucracy.

Copyright © 2009 TETRADYN Corporation, All Rights R eserved
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The CUBIT Working Group (CWG) is in the process of formalization.  Its likely progressed initial 
consortium team, including members of research and development, engineering, clinical, and support 
staff, is shaping up to include, in one level or degree or another, some key contributors at:

TETRADYN Corporation
(basic & applied R&D, systems integration,  project lead, coordinator-facilitator-manager)

Vanderbilt University (clinical medicine and molecular diagnostics research)
Tennessee Dept of Health Laboratory (public epidemiology and pandemic management)
North Carolina Dept. of Health Laboratory (public epidemiology and pandemic management)
Centers for Disease Control (emerging infectious diseases, epidemiology, virology, influenza)
University of North Carolina (clinical medicine and virology research)
San Diego State University (visualization, simulation, mapping, GIS, regional safety and security)
Oak Ridge National Laboratory (sensor technology)
GPSIT, Inc. (GPS and visual web-based wireless monitoring and communication)

We are hopeful to develop collaborative relationships with experts and specialists, both research and 
clinical, in several other public and private institutions.

Copyright © 2009 TETRADYN Corporation, All Rights R eserved
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Figure 5.1 – Proposed Phase 1 CUBIT-Delta Nodes in North America (many more in Phase 2)

(note that (1) includes the Pilot hub)
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The CRAIDO Project Long-Term Outreach Net
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1. The plan to propagate a network of CRAIDO Labstations within the timeframe of the 
H1n1 pandemic main 2009-2010 impact season is feasible if it begins Now

2. A Pilot can be implemented straight-away and everything is In Place

3. There are no scientific or technological barriers

4. The Resilience Network can be deeply, richly and securely sustained by deploying a 
CRAIDO-like solution as its Platform

5. The ramp-up from Pilot to Production is manageable and itself offers a resilient project 
schedule

Copyright © 2009 TETRADYN Corporation, All Rights R eserved
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Analytics Intelligently Coupled with Informatics in a 
Business-Organic Clinical Management Process
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The GIS components are essential for critical interactive interpretation and response based upon 
sampling and lab analysis.  Missing “ingredients” can be identified, and a faster step taken to get more 
sampling from the right sites.  With architectures such as TETRADYN’s  Nomad Eyes , the 
communication gaps can be crossed for data gathering, verification, planning and response including 
evacuation or redirection of worker and civilian populations.

Incident Detection/Prediction Example

Copyright © 2009 TETRADYN Corporation, All Rights Reserved
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CUBIT Systemic View
The diagram on this pager refers to a prior (prototype) architecture designed for the deployment and management of rapid-response units in 
situations of suspected outbreaks of high-contagion-risk infectious diseases.
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1 - CRAIDO = Community RApid-Response to Infectious Disease Outbreaks

2 - CUBIT = Coordinative and Unified Intervention of Threats to Biosystems, aka Coordinated Unified 
Biothreat Intervention and Treatment

3 - PCR = Polymerase Chain Reaction, a common technique for nucleic acid replication and the basis for 
gene-sequence-based matching and identification of specific DNA or RNA sequences.

4 - Credits are given to the (unspecified) author of the memorandum, “North American Bio-Security 
H1N1 Leadership Summit and San Diego Resilience Network ”.
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Principal Contacts for the Team and Consortium

Chris Aigin caigin@tetradyn.com (704) 363-1054

James Barker jbarker@tetradyn.com (386) 341-8959

Kimberly Johnson kjohnson@tetradyn.com (423) 342-4338 , (423) 400-1094

Martin Dudziak martinjd@tetradyn.com (202) 415-7295,  (757) 847-5511
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